Welcome to Tech Talks
Mobile Device Security (Apple/Android)

Join Audio / Unmute to Talk Start Video (optional)

Start Video

Join Audio Unmute

Please find these buttons on your Zoom control panel



Game plan Keep your accounts and device secure

Phishing
Malware
Passwords
Precautions
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Internet Crimes (FBI)

2021 INTERNET CRIME REPORT

2021 - Top 10 States by Number of Victims1?

New Jersey [N 12517
Washington | 13903
Pennsylvania [N 17262
Ohio NG 7510
Nevada [N 17,706
Hinois NN 17,99
New York [N o 055
Texas [N 21,143
Florida I 45,855
California I 67,095
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2021 CRIME TYPES

By Victim Count

Crime Type

Phishing
Non-Payment/Non-Delivery
Personal Data Breach
Identity Theft

Extortion

Confidence Fraud/Romance
Tech Support

Investment

BEC/EAC

Spoofing

Credit Card Fraud

Victims
323,972
82,478
51,829
51,629
39,360
24,299
23,903
20,561
19,954
18,522
16,750

https://www.ic3.gov/Media/PDF/AnnualReport/2021_1C3Report.pdf



https://www.ic3.gov/Media/PDF/AnnualReport/2021_IC3Report.pdf

Phishing




Phishing: Messaging

5:429 all T @)

< Messages

< gﬂ (951)394-1633 o Contact Info

last seen today at 5:42 PM

Today

@ Messages and calls are
end-to-end encrypted. No
one outside of this chat, not
even WhatsApp, can read or
listen to them. Tap to learn
more.

1UNREAD MESSAGE

| just changed my
number, are you Mr

?
Jame? I




Phishing: Account problem

- Oct 6 at 11:09 AM

PayPal

Dear Customer,

Your PayPal account has been temporarily restricted.
We have found suspicious activity on credit cards linked to your PayPal account. You

must confirm your identity to confirm that you own the credit card. Don !t cl ick th is|
go directly to PayPal.com

To maintain account security, please provide documents that confirm your id

Log in to PayPal

After you complete the requested task, we will review the account and contactYou
about its status within 5 working days.

Thank you for your attention to this problem.

Starred Q) Attachments 3 Subscriptions




Not PayPal.com web address

Continued (if you clicked)... l

12:43 PM Tue Oct 6

& mail-pagemanagementhelp013225.skrglagisusah.com

' PayPal

‘ Email or mobile number ‘

Password ‘

Having trouble logging in?

Contact Us Privacy Legal Worldwide




Phishing: Account problem

Not Apple’s
Web Address

< & abutparker.com @ abutparker.com

~
Apple ID Locked «®
1
Apple Support

To senorbjorn@yahoo.com
Mar 10 at 11:57 AM

i
)
|

'.

g ¢ . ‘

Al | Arpleld Apple 1D

DearClient | | Manage your Apple account | Manage your Apple account

Your Apple ID has been locked for security |

reasons. To unlock it, you must verify your
identity.

Unlock Account >
~ r e
Remember me Remember me

If you don't unlock your account before 24
hours, your account will be disabled. ‘ .ﬂ

Forgot Apple ID or password?*

Forgot Apple ID or password?* § ,/?

Sincerely,

Apple Support

Youraccount Your account
foraverything Apple: for everything Apple.

Trash Archive Move Reply More




Phishing: Suspicious links/files

1:08 7 o T .
AT&T Free Msg: Appologies for the

coverage down time on September < 9

16, Mary! Here's a symbolic gift: +1(469) 797-5328

Text Message
Thu, Feb 4, 5:21 PM

AT&T : Austin! You came 3rd in
the Connecticut AT&T
SWEEPSTAKES! Claim the

bounty here: g7fmv.info/
Strange Link Address ‘ KqgTzD2bKya, or show this code

at AT&T store 1232078




Phishing: Watch for browser warnings

Outlook eecoco & 7:52 AM * 100% =2 # v B ) PR '
you_giftcard_club c {3 A attention-system-warning.com (@ ) A attention-system-warning.com H

(® Deceptive
Website Warning

A Google Safe Browsing recently detected phishing on

attention-system-warning.com. Phishing sites pretend to
be other websites to trick you

This website may try to
trick you into doing
something dangerous,
like installing software
or disclosing personal
or financial information,
like passwords, phone
numbers, or credit
cards.

Deceptive site ahead
You can report a detection problem or, if you understand

Attackers on attention-system-warning.com may trick the risks to your security, visit this unsafe site
you into doing something dangerous like installing

software or revealing your personal information (for

example, passwords, phone numbers, or credit cards)

Learn more

Back to safety Back to safety

Details Hide details

Go Back

< m o

Safari example Chrome example



Phishing: Red Flags

Ignore and delete if...

1. Sounds too good to be true
Pushy or threatening
Vague salutations (e.g. Hi, Dear Customer)

Check “From” line of sender’s email

a bk~ w0 DN

Check destination website address

Always call or visit organizations directly!



Malware




Malware: Rare but possible

e Data Theft
e Ransom/Extortion
e Spying (location/camera/microphone)




Malware: Prevention

e Avoid suspicious links/downloads

e Keep Software up-to-date

e Only download reputable apps (from app store /
play store)

e Use secure connections (WiFi
Websites & )

and




Passwords




Passwords: Strategies

Combination of words, symbols, numbers

Don’t reuse one password for multiple accounts
Two-factor authentication for important accounts
Password Managers (e.g. Bitwarden)




Passwords: Demo

'»--have | been pwned?

Check if your email or phone is in a data breach

https://haveibeenpwned.com



https://haveibeenpwned.com

Precautions




Precautions: Suggestions

e Use a screen lock (4 digit passcode minimum)
e Find My (Apple htips://www.icloud.com/find)

e Find My Device (Android
https://www.google.com/android/find)

©

Android



https://www.google.com/android/find

Precautions: Demo

Apple’s Find My App




Summary: Best Practices

Be skeptical of links, texts, calls, emails
Keep software up-to-date

Strong password management

Use a screen lock

Use “Find my” / “Find my device” app

o~ wbh =




Takeaways?

Check out www.santacruzpl.org/digitallearning

How’'d we do? We’'ll email you a survey.



http://www.santacruzpl.org

